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1
Decision/action requested

Add conclusions to KI#3 in TR33.850.
2
References

3
Rationale
Different solutions rely on different key hierarchies to manage the distribution and update of the group key used to protect the MBS traffic. This leads to different performance trade-offs as indicated in Section 6.9.2.1 and discussed in  Tdoc 2ABCDE.
The communication optimized approaches in Solution 9 allow for optimized performance of the key update protocols and are visualized in the following figure that corresponds to Figure 6.9.2.1-2 in Tdoc 2ABCDE:
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In the figure, we can observe the total overhead of the group key update as a function of the MBS group membership change rate and the maximum amount of data that can be protected with an MBS key before group key update. The total overhead is obtained by adding the number of protected keys that need to be sent altogether through unicast and multicast messages. In green, Solution 9 in its “communication optimized approach 2” with multiple transport keys shows the best performance; in blue, Solution 9 in its “communication optimized approach 1” with multiple transport keys; in purple, Solution 9 in its “communication optimized approach 1” with a single transport key; in red, “default approach” in Solution 9. 
We note that the performance of Solution #11 is equivalent to that shown with the red crosses in above figure. This is so since Solution #11 uses a key hierarchy as the one in the default approach in Solution #9: a unique key per device and a group key. All group key updates are done through unicast messages secured with the device keys. The performance of Solution #11 can be improved more than a factor SQRT(N) (from the red crosses to the green dots in above figure) by applying the “communication optimized approach 2” as described in 6.9.2.3.

We note that the performance of Solution #12 is similar to that shown in purple in above figure. This is so since Solution #12 uses a key hierarchy similar to the one in the “communication optimization approach 1” in Solution #9 when M=1: a unique key per device and transport key, and a group key. The unique keys are used to distribute the update of transport and group keys by means of unicast messages. If only the group key needs to be updated, the group key can be updated by protecting the new group key with the transport key and sending it through the multicast channel. Applying the communication optimized approaches in Solution 9 to Solution 12 allow achieving a similar reduction in the amount of required signalling messages, e.g., from the purple crosses to the green dots in above figure. 

We propose to use the communication optimized approaches in Solution #9 to reduce the signaling overhead during normative phase since (1) they allow for much reduced signalling overhead and (2) their integration is simple.

4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

7.X
Conclusions on Key Issue #3
The techniques described in the communication optimized approaches in Solution #9 are to be used to reduce the signaling overhead during normative phase. These techniques can be combined with other selected solutions for key issue #3, e.g., as described in Section 6.9.2.3 in the context of Solution #11.
***
END OF 1st CHANGE
***
